OBI'PYHTYBAHHA
TeXHIYHUX Ta AKICHUX XaPaAKTEPUCTHK MpeaMeTa 3aKyNiBJi, po3Mipy 010/1:KeTHOr0
NPHU3HAYEeHHs1, 04iKyBaHOI BApTOCTI nmpeaMeTa 3aKkymiBJi mocuayr 3rigno 3 JIK 021:2015 kox
72260000-5 «Ilocayru, noB’sizaHi 3 mporpaMHum 3ade3neuyeHusim» (Ilociyra 3 mocrayaHus
nporpamuoro 3ade3nedyeHHss «KESET PROTECT Entry» 3 JiokaJbHUM yIPaBJiHHAM 3i
CcTPOKOM Jii Ha 1 pik 1151 oHoBJIeHHs Ta 3axucTy 2000 00’€KTiB HAa BUKOHAHHS 1. 4.5.
3aB/JaHb perioHajJbHOI nporpamu ingopmarusanii «EnexTponna /[HinponerpoBmuna»
Ha 2020-2022 poxu»)

1. 3amoBHHMK
JlenaprameHnT 1mudpoBoi Tpanchopmartii, iHGOpMaLIHHIX TEXHOJIOTIH Ta €JIEKTPOHHOTO
ypsnayBaHHs J{HiIponeTpoBChKO1 00aAep KaaMiHICTpaLii.

2. IlincraBu 3akymiBJii

3aKymiBiisg 3I1ACHIOETHCS BIAMOBIIHO 10 MYyHKTY 4.5. 3aBllaHb PETiOHANIBHOI MPOrpaMu
inpopmaruzanii «Enextponna JlnimponerpoBumaay Ha 2020-2022 pokH, Ky 3aTBEpIKEHO
pimenHsaM cecii [ninponerpoBcbkoi o6macHoi paau Big 25 xoBTHS 2019 poky Ne 506-18/VII.

Mertoro 3akymiBili € 3a0e3neueHHs] aHTUBIPYCHUM 3aXHCTOM CEpPBEPHOTO OOJaHAHHS
TEJICKOMYHIKAI[IHHOTO IEHTPY 00J1acTi, MOIITOBHX IIUII031B, aBBTOMAaTH30BAHUX POOOYHMX MiCIb
KOPHCTYBa4iB KOPIIOPATHBHOI MEPEkKi CHCTEMHU iH()OpPMAIIHO-aHATITHIHOTO 3a0e3neueHHs
JIHITpONETPOBCHKOT 00JIIEpKaIMIHICTpAIIi] BIAMIOBIIHO 10 BAMOT KOMIUIEKCHOT CHCTEMH 3aXUCTY
iH(popMmartii.

OmHuM 13 TOJIOBHHUX KOMIIOHEHTIB KOMIUICKCHOI CHCTEMH 3axucTy iHdopmarii €
nporpaMHe 3a0e3MeYeHHs] aHTUBIPYCHOTO 3aXHCTY.

Ha manwuii yac cucrema iHpopMaliifHO-aHATI THYHOTO 3a0e3nedeHHs JJHImponeTpoBChKOi
obnepkanMiHicTpamnii pyHKIIoHye Ha 0a3i 3aXUIICHOTO TEIIEKOMYHIKAI[IHHOTO MEeHTPY (Iam —
TKIL[) obnacti koMyHanbHOro mianpuemcra “l'onoBHuil iH(OpMalifHO-KOMYHIKALIHHUHA 1
HAyKOBO-BUPOOHWYMH LeHTp” JIHINponeTpoBchKOi 001acHol paau’”, skuit 00’ennye 45 cepBepis,
6 TEXHOJIOTIYHUX CUCTEM, 3 CXOBHINA AaHUX Ta Ma€ 6iau3bko 2000 KopHcTyBayiB KOPHOPATUBHOT
Mepexi, JO0 SKOI BXOJATh: TMpAI[iBHUKU amapary Ta CTPYKTYpPHMX  MIJIPO3JLIIB
obnep:kaaMiHicTparlii, 00JacHOI pau, paiiiep>kaaMiHICTpalliid, BiAMOBITHUX OPTaHiB MiCIIEBOTO
CaMOBpsyBaHHs 00J1acTi, Y T.4. 00’ €THAHUX TEPUTOPIATILHUX FPOMAJI.

Ha 6a3i 3axumenoro TKI[ oGmacti akTuBHO (YHKIIOHYIOTh Ta pO3BUBAIOTHCA
KOPIIOpaTUBHI XMapHIi cepBicH (cHcTeMa eIEKTPOHHOTO JJOKYMEHTOOOITY, PEECTp TEpUTOpIaTbHUX
rpoMaJ, BipTyalbHUN O(ic eNeKTPOHHUX MOCIYT, IIaTGopMa CTBOPEHHS BeO-CalTiB TOILO).

BinnoBigHO 10 BUMOT KOMITJIEKCHOT CUCTEMH 3aXUCTY 1H(opMallii HE0OX1JHO MPOBOIUTH
3aX0JH I0JI0 3aXMCTY aBTOMAaTH30BaHUX POOOYMX MicCllb BiJl MPOSIBIB IIKIIMBUX HPOTrPaMHUX
3ac00i1B, 3a0e3MeueHHs] TEXHIYHUX YMOB JJisi Oe3nepediitHoro (pyHKI[IOHYBaHHSI KOMIT IOTEPHOIO
o0J1aJHaHHA Ta 3aXUCTy iH(opMaIli Ha HUX.

OmauM 3 HAWAIEBIUX 3aXOJIB I BHPINICHHS BUINE3a3HAYCHUX 3aBIaHb €
BCTAHOBJICHHS aHTUBIPYCHOT'O IPOTPaMHOT0 3a0e3MeueHHs] Ha aBTOMaTH30BaH1 pobodi MicCIIsl.

JlitieH3sis Ha aHTHBIPYCHE TIporpamMHe 3abe3nedeHHss Mae TepMiH aii 12 micsiis. Tomy €
noTpedy B MIOPIYHOMY MOIOBKEHHIO 11 Jii.

[IponoB:xeHHs TepMiHy Jii JileH31i Ha ICHyl0Ye aHTUBIpYCHE IporpaMHe 3a0e3MeUeHHS
JIO3BOJIMTh CYTTEBO IMIABHIIUTH piBEHb 3aXUCTy cepBepHoro obnaaHanus TKIL[ oO6nacri,
aBTOMATHU30BaHUX pPOOOYMX  MiCLb KOPHUCTYBadiB  KOPIIOPAaTUBHOI  MEpEXi  CHUCTEMH
iH(popMaliifHO-aHATITHYHOrO 3ale3nedeHHst J[HimpomeTpoBChKOi oOsaepKaaMiHicTpanii Bix
MPOSBIB IIKIJTUBUX NMPOTrPaMHUX 3aco0iB, 3a0e3MeUeHHs] TEXHIYHUX YMOB Ui Oe3nepeOiiiHoro
(bYHKII10HYBaHHS KOMIT FOTEPHOT0 OOJIaJJHAHHS Ta 3aXMUCTy iH(pOopMaIlii Ha HUX.

3. OuikyBaHa BapTicTb npeamera 3akymisii: 850 000 rpu 3 IIIB. (o6macHuii 6101KeET).
OuikyBaHa BapTicTh c(OpMOBaHA Ha IMiJCTaBl 3amMHUTy OE3MOCEPEHbO A0 BUPOOHHMKA



IpOTrpaMHOI MPOAYKLIi aHTUBIPYCHOTO 3aXHCTy, CAMOCTIMHOTO aHai3y IIH HA aHAJIOTIYHI 3a
TEXHIYHUMHU XapaKTEepUCTHKaMM THUITy MPOrpaMHOi MPOIyKIii yepe3 Mmepexy IHTepHer Ta B
€JIGKTPOHHIH cucTeMi 3akymiBenb Prozorro, a Takoxx 3 ypaxyBaHHSAM 3MiH 10 a03aiy 1 myHKTY
208.1 crarti 208 [TogaTkoBOTO KOJEKCY YKpaiHH.

4, TexHiuHi Ta sAKiCHI XapaKTePUCTUKH NMpeAMeTa 3aKyiBJIi

InTepdeiic Ta TOKyMeHTaLis 10 POAYKTY:
- YKPaiHCBKOIO MOBOIO;
- QHIVIIHCBKOIO0 MOBOIO.
IMinTpumka OC:

- Microsoft Windows 7 (Professional a6o Bure); Microsoft Windows 8 (Professional
a0o Buine); Microsoft Windows 8.1 (Professional a6o Buie); Microsoft Windows
10;

- Microsoft Windows Server 2019 (ans cepsepiB u HactiutbHux 1K), Microsoft
Windows Server 2016 (mis cepsepiB u Hactinbhux I1K), Microsoft Windows
Server 2012 R2, Microsoft Windows  Server 2012, Microsoft ~ Windows
Server 2008 R2 SP1, Server Core (Microsoft Windows Server 2008 R2 SP1, 2012,
2012 R2).

Bumoru 10 pilieHHsI A/ 3aXHCTy po0OYMX CTAHLIM MiJ ynpaB/iHHa HecepBepHux OC:

- Hapanns 3axucty Bia: BipyciB, TposHcbkoro [I3, pexmamuoro I13, ¢immnry, a takox
mmuryHscbkoro I13.

- Hapmanns 3axucty Bia mkianuBoro 13 - meBHOro MIKiAJMBOrO KOAYy, SKUH JOAA€THCS Ha
noyatok abo KiHelnb Koay HasBHUX (ainiB Ha Ko toTepi. BusinenHs mkimmsoro 13
IOBUHHO 3/1MCHIOBATUCS SIAPOM BHSBICHHS B IO€AHAHHI 3 KOMIIOHEHTOM MAIlIMHHOTO
HaBYaHHSI.

- Hapmanns 3axucTy Bi NMOTEHLIHHO HeOakaHMX IpOrpaM, SIKUX HE MOYKHA OJHO3HAYHO
BiIHEeCTH 110 WIK1uTHBOTO [13 32 aHasoriero 3 TakuMu 6€3yMOBHO MIKIJIMBUMU TIPOTrpamMamMu,
SK BipycH a0o0 TpOSIHM, aje ILii MpOorpaMu MOXYTh 1HCTANIOBAaTH JoJaTkoBe HeOaxane 13,
3MIHIOBAaTH TOBEJIHKY a00 HalalTyBaHHS LU(POBOrO MPUCTPOIO, a TAKOXK BHKOHYBaTH
HEOUiKyBaHi /i1 KOpHCTyBaya Jii ab0o He MiITBEpIKEeH1 HUM.

- Hapanns 3axucty BiJ NOTEHLIHHO HEOE3MEUHUX MPOrpaMu - KoMepIiiiiHoro jeraibHoro 13,
10 MOX€E BHUKOPHUCTOBYBAaTHCS JUIsI 3JOBMHUCHMX LIeH, TakuX SIK HECAHKIIOHOBAaHUIi
BiJIJaJIEHUH JI0CTYII, BUKPaJAECHHS a0 3J1aM IapoJiiB, KJIaBlaTypHI IIUTYHH TOILIO.

- Hapmanus 3axucTy Bif MiJO3pUIMX MPOrpaM — INporpam, siki CTUCHYTI NaKyBaJbHUKaMH a0bo
MPOTEKTOPAaMHU, IO YaCTO BHKOPHCTOBYIOTH 3JIOBMHCHUKM 3a JUJIsi TOro, o0 3amoOirtu
BUSIBJICHHIO HIKIIJTMBOTO MPOTPAMHOTO 3a0€3MeUeHHs.

- Hapanns 3axucrty Big HeOGE3NMEYHMX MPOrpaM PYTKITIB, SKI HAJAOTh 3JIOBMHUCHHKAM 3
InTepHeTy HEOOMEXEHUI JOCTYI IO CUCTEMHU, BOJHOYAC MPUXOBYIOUU CBOIO MPUCYTHICTD B
OTIepaIliifHIi cCUCTEMI.

- MoXJIMBICTB 7S pI3HUX KaTeropii 3arpo3 HaJallTOBYBaTH OKPEMi PiBHI pearyBaHHs SIK IS
3aXUCTY, TaK 1 1711 3BITyBaHHSI.

- MoxuBicTh pOOUTH BUKIIIOUEHHS 31 CKaHyBaHHA MEBHUX (DailniB, SKi HE € MIKIATUBUMH, aJie
CKaHyBaHHS SKUX MOXE CIPUUMHUTH BIIXUJIEHHS B poOOTi a00 BIUIMBATH Ha IPOAYKTUBHICTD
CHCTEMH.

-  MOX/IUBICTh CTBOPIOBATH BUKIIOUEHHS IS 3arallbHOCHCTEMHHX TIPOIECIB 3 METOI0
MOKPAIIUTH IIBUAKICTh pOOOTH CHUCTEMHHUX CIY>KO Ta MIHIMI3yBaTH BTPYyYaHHS B IIPOIEC
po6otu OC.

- MoxJIUBICTh 31HCHIOBAaTH MEPEBIPKY 3aBaHTaKyBAJILHUX CEKTOPIB HA HAsSBHICTh BIPYCIB y
TOJIOBHOMY 3aBaHTa)KyBaJbHOMY 3amuci, B Tomy uucii y inrepdeiici UEFI.

- 3a0e3nedeHHs aHTUBIPYCHOT'O 3aXUCTY B PEXKHUMI PEaTbHOTO Yacy.

- BukopucTaHHS €BPUCTHYHUX TEXHOJIOTIN BIACHOT pO3POOKH TIiJT Yac CKaHyBaHHS.


https://help.eset.com/efsw/8.0/ru-RU/sha1_eol.html

AHTHBIpyCHE CKaHYBaHH 3a BUMOT'0I0 KOPUCTYBa4a a0 aJMiHICTpaTopa Ta 3rifHo rpadiky.
Moaynb 3aXUCTy JOKYMEHTIB, 110 Ja€ MOKIIUBICTh TIepeBipsTH Makpocu Microsoft Office Ha
HAsIBHICThH 3TOBMHCHOTO KOJY.

Mo>kIUBICTh CKaHyBaHHsI (aiiiB i yac 3amycky OC.

HasiBHicTh BOYIOBaHOTO 1HCTPYMEHTA, 110 00'€JHY€ B COO1 IEKIIbKA YTUIIT ISl OUUIIICHHS
3QIIMIIKIB CKJIAIHUX CTIMKUX 3arpo3, Takux sk Conficker, Sirefef, Necurs Ta iH.

CkaHyBaHHS KOMIT'IOT€pa y HEAKTUBHOMY CTaHi.

MoxJIBICTh BU3HAYEHHS JI€TAJIbHUX ITapaMeTpiB poOOTH aHTUBIPYCHOI'O CKaHEPa, TAKUX SK:
BU3HAYEHHS 00’€KTIB Ta METOJIB CKaHyBaHHs, MOKJIMBICTh BCTAHOBJIEHHS MAaKCHMaJIbHOI'O
pO3Mipy Ta yacy CKaHyBaHHS (hailiry, MaKCUMalbHY TTIMOWHY BKJIAJICHHS apXiBY Ta CTBOPEHHS
BUKJIIOYEHb.

3axucT BiJ EKCIUIOMTIB sSKWMH 3a0e3ledye 3axHCT BijJ 3arpo3 3JaTHUX BHKOPHCTOBYBATH
ypaziauBocTi Java, Flash Ta iHmmx momarkis.

Monynb, SKAi TIMOOKO aHaJi3ye 3amyIeH] MpolecH Ta iX AisUIbHICTh B (paiiioBiil cuctemi,
110 3a0e3Mnevye J0AaTKOBHM PiBEHb 3aXKCTY Bif nmporpaM-pumMaradis (Ransomeware).
Posmmpennii ckanep mam'siTi SIKAK BiJICTEXKY€ MIAO3PLII MPOLECH Ta CKAHYE iX, K TIJIBKU
BOHM BUHMKAIOTb, 1110 J103BOJISE 3a1100IITH 3apa’keHHIO HaBITh PETEIbHO 3alli(POBaHUMHU Ta
NPUXOBaHUMH 3arpO3aMH.

HasiBHicTh cuctemu BusiBieHHs BTopruens (HIPS), sika 3axumae koM 1oTep BiJ HIKIIIIUBUX
nporpaM 1 HeOakaHOi akTHBHOCTi. Takok Ieil MOAyib MICTHTh B €00l MalcTep UIs
CTBOPEHHS HpaBWJ Ta PEAAKTOp MpaBUI JUISI KOHTPOJIO 3allylEHUX IPOLECIB,
BUKOPHUCTOBYBaHUX (DaiiJIiB Ta pO3LTIB pEECTPY.

JlonaTkoBa nepeBipKa 3amyIieHuX MpoIeciB y XMapHOMY peyTaliifHOMY CepBici.
ABTOMAaTHYHA aHTUBIPYCHA MEepPEeBipKa 3MIHHMX HOCIIB.

HasiBHICTH 1HCTPYMEHTY, SIKHH 3MOXE 31HCHIOBATH KOHTPOJb MITKIIOYEHHS 10 PoO0ouoi
CTaHIII1 3MIHHUX HOCI{B IUIIXOM CTBOPEHHS MPaBUJI OCTYIY, a came: OJOKYBaHHSI, JO3BLI,
TIIBKM YUTAHHS, YATAHHS Ta 3aIUC, OTIEPEHKEHHS.

MOo>kuBICTB 3/11HCHIOBATH KOHTPOJIb MIAKIOYEHHS 10 poO0YO0i CTaHI1i 30BHIIIHIX IPUCTPOIB
3a TUIIOM MPHUCTPOIO, 32 BUPOOHUKOM, MOJIEJIIIO a00 CepifHUM HOMEPOM MPUCTPOIO.
MOo>KIUBICTh CTBOPIOBATH I'PYIH JO3BOJIEHUX a00 3a00pOHEHUX 30BHILIHIX PUCTPOIB.
MoxuBicTh 3a00pOHATH a00 JO3BOJSATH HiAKIIOYEHHS 30BHIIIHIX MPUCTPOIB SIK IS BCIX,
TakK 1 /U1 OKpeMHX KopuctyBauiB abo rpyn Windows abo 1oMeny.

MoXUBICTh 33/1aBaTH YacoOBI IHTEPBaIM, IIO J03BOJIAE€ OUIBII T'HYYKO HaJlAlITOBYBAaTH
IIpaBWIa KOHTPOJIIO IIPUCTPOIB.

3abe3neueHHs JOJAaTKOBOTO PiBHS 3aXUCTY MOIITOBOTO Tpadiky Ha poOouiil cTaHIIl HUIAXOM
IHTerpaii 10 NOIITOBOrO KJIIEHTY, 3 MOXKIUBICTIO nepeBipku POP3, POP3S, SMTP, IMAP
ta IMAPS Ta nepeBipku MOITOBUX BKJIaJAeHb, ocoounBo Ha Tux IIK, mo TtumuacoBo abo
MOCTINHO 3HAXOIATHCS 32 MEKaMHU KOPIIOPATUBHOI MEPEKI.

Mo>IHBICTh aBTOMATUYHO BHJAIATH a00 MepeMilllyBaTH 3apa)KeHy IOIUTY J0 BKa3aHOTO
KaTaJIOTy y MOIITOBOMY KJTIEHTI.

HasBHiCTh MOJyJsl 3aXxHCTy BiJl caMmy BJIacHOI pO3pOOKH 3 MOXKIJIMBICTIO 1HTErparii 1o
MOIITOBOTO KITIEHTY, IO 3a0e3mevye J0JaTKOBHI piBEHb 3aXUCTY Bij crlamy, OCOOJIMBO Ha
tux I1K, 1mo tumyacoBo abo mocTiiHO 3HAXOAATHCS 32 MEXKaMH KOPIIOPATHBHOI MEPEXI.
MOo>KIMBICTH BUKOPUCTOBYBATH O1J11 Ta YOPHI CIIUCKH CIIaM-aJJpeCcaTiB sIK KOPUCTYBaJIbHUIIbKI
(THy4Ka TepcoHali3allis IHTeNIeKTyaJIbHOI0 CIIaM-MOIYJII0), TaK 1 ria00anbHi, iHGopMarltis 10
SKHX HAaJIXO/JUTH 3 CEPBEPIB OHOBJICHHSI.

3abe3neueHHs 10IaTKOBOTO PIBHS 3aXUCTy iHTepHeT-Tpadiky uuisixom nepeBipku HTTP,
HTTPS tpadiky, 1o nae MOXKIUBICTh OJOKYBAaTH aJIpecH TaKUX HEOE3MEYHUX PECypcCiB, SIK
GbimuHroBI caiith, cepBepu 6oTHeTiB, komaHaHI (C&C) cepBepu APT, a Takox cepBepH, 110
PO3TMOBCIOIKYIOTh 3arpO3H KJIacy «ransomware,

MOo>KIHBICTh CTBOPEHHS CITUCKIB 3a0JIOKOBAHUX, TO3BOJICHUX a00 BUKIIIOUCHHX 3 MEPEBIPKU

URL-anpec.



MonuBicTh OJOKYBaTH 3aBaHTaXEHHS 3 IHTepHeTy (ailyliB 3a BKa3aHUM pO3IIMPEHHSM,
oco0mBo Ha Tux I1K, 1o TuMyacoBo abo MOCTIHHO 3HAXOIATHCS 3a MEKAMH KOPIIOPATHBHOT
Mepexi.
MoxuBicTh mepeBipkH MpoTokody SSL sk B aBTOMaTMYHOMY, Tak 1 B IHTEPAaKTUBHOMY
peKuMax.
ITepeBipka mificHocTi Ta 1iIicHOCTI cepTudikatiB SSL-Tpadiky, Ta MOXKIUBICTh KEpyBaTH
CIHMCKaMHU JIOBIPEHHX CEepTH(]IKaTIB Ta cepTU(IKATIB BUKIIOUYECHUX 3 MEPEBIPKH, a TAKOXK
MO>XKJIUBICTh BHOOpPY [ii TpU BHU3HAYCHHI cepTHdikara HEIIF0YMM, HEBH3HAYCHHM abo
HOLIKOJKEHUM .
MOoHBiCTh CTBOPEHHS BUKJIIOUEHB 3 IEPEBIPKU TPadiKy sl OKPEMHX ITPOrpaM Ta OKPEMHX
IP-o0'exTiB (IP-anpecis, miamazoniB IP-aapecis, miamepex).
HasBHicTh nmepconanpHOr0 OpanaMayepa Juist 3A1iCHEHHS MepekeBoi (PiIbTpallii Ta 3aXUCTy
K B1J] 30BHIILIHIX, TaK 1 JOKAJIbHUX MEPEKEBUX aTaK.
HasBHicTh y mepcoHanbHOMY OpaHaMayepy iHTEpaKTHBHOTO PEXHMY, IO HAJae ACTAIbHY
iHpopMallif0 MPO HOBE HEBIIOME MEPEKEBE 3'€HAHHSA Ta Ja€ MOMJIMBICTh HE TUIBKH
crBoproBatu Ha [1IK HOBe mpaBmiio MepexeBoi ¢inbTpamii 1is BUSABICHOTO 3'€JHAHHSA, a i
BKa3yBaTH JI€TaJIbH1 HATAIITYBaHH JUI HBOTO.
HasBHicTh y mepcoHasibHOMY OpaHAMayepy peXMMYy HaBUaHHS, IO Ja€ MOKIJIHMBICTh
aJMIHICTpaTOPy BIAJIAJICHO HAJIAIITOBYBATH J03BUIbHI MIPaBUIIa ISl MEPEKEBUX JI0JIATKIB Ta
o0aHaHH.
HasBHicTh pegakTopa npaBuil, 10 1a€ MOXJIMBICTh HE TIJIbKU pe/laryBaTH CTBOPEHI paBuIIa,
a W KepyBaTu BOYJOBaHMMH TPAaBWIIAMH, SKUX IOCTaTHBO ISl TEPBHHHOTO PETEIHHOTO
3aXMCTY BiJl HECAHKL[IOHOBAaHUX MEPEKEBUX 3'€/JTHAHb Ta MEPEKEBHUX aTaK.
MOoKIHBICTh CTBOPIOBATH MpaBUiIa MEpekeBOi (uIbTpamii ajas KOHKPETHHX Iporpam i
CEepBICIB.
MOoKIHBIiCTh CTBOPIOBATH ISl TIEPCOHATBHOTO OpaHamayepy pi3Hi mpodisi , SKi MOXKYTh
aBTOMATHYHO IMEPEKJI0YaTUCs, B 3AJEKHOCTI BiJA TOro, MO SAKOi Mepexi MiJKIIYeHO
KOMIT'FOTED.
MoXITUBICTh BUKOPUCTOBYBATH Y MEPCOHAILHOMY OpaHaAMayepi J0JaTKOBY aBTEHTH(]iKaIlito
MepeXi 3 MeTOI0 3amoOiraHHs HecaHKIlloHoBaHoro miakmoueHHs [IK mo HeBimomux
HeOe3MeYHUX MEpexK.
HasiBHicTe pomaTkoBoro (yHKIIIOHAJy TEpCOHAIBLHOTO OpaHamayepy, IO JI03BOJISIE
HeperisAaTi BCIO JeTalbHy 1H(POPMALio 10 BCIX HABHUX MEPEXKEBUX 3'€JHAHHSX, a TAKOXK
norepepKaTH KOPUCTyBaya Mpo MiAKIIOUeHHS 0 He3axuineHol mepexi Wi-Fi.
MoOXIUBICT HaJalITYBaHHS JIOJATKOBHX IapaMeTpiB MOJYJsl CHCTEMH BHSBIICHHS
BroprHeHb (IDS) 3 Meroro BUSBIEHHS PI3HUX THUIIB MOXIMBHUX MEpPEXKEBUX aTak Ha
KOMIT FOTEp.
Mo>kuBICT BUKOPUCTAHHS TEXHOJIOT1], ika 3a0e31euye 3axXUcT Bij 3arpo3 Tumy "0oTHeT"
3axucT ypa3iMBOCTEH MEpEeKEBOTO IMPOTOKOTY, II0 IMOKpAIlye BHUABICHHS 3arpo3, sKi
BUKOPHCTOBYIOTh HE/IOIIKU MEPEXKEBUX MPOTOKOIIB, Takux sik SMB, RPC, RDP 1 T.x1.
HasBHICTh ymnpoBaPKEHUX METOMIB BHUSBICHHA pI3HOMAHITHHUX aTak, II0 HaMararThCs
BUKOPHCTOBYBAaTH BpPA3JIMBOCTI MPOTpamMHOro 3a0e3MeyeHHs Ta HaJaHHS JOKJIATHIIION
iHpopmaii po inentudikaropu CVE.
MosknusicTe nieperisigatd Ha [IK aBromaTtnyHO 3a0s10KOBaHI MepekeBl 3'€THAHHS Ta, 3a
HEOOXIJIHICTIO, TAMYACOBO JIO3BOJISITH KOHKPETHI Oe3euHi MepeKeBi 3'€JTHAHHS.
HasiBHicTh 0/1aTKOBOTO (YHKI[IOHATY MEPCOHAIBLHOrO OpaHAMayepy, 110 Aa€ MOXIIUBICTb
nepernsaaty Ha [IK mepenik 3abnokoBanux IP-anpec, Hagae iHdopmarito mpo NpUYMHU
NOTPAIUISTHHS /10 YOPHOTO CHHCKY, Ta J03BOJSIE 3pOOWUTH BUKIIOYEHHS JUII KOHKPETHHX
Oe3mneyHux ajapec.
HasiBHICTh 104aTKOBOTO (PYHKIIIOHATY IEPCOHATIBLHOTO OpaHaMayepy, KUl 31aTe€H BUSIBIIATH
Ti 3MIHM B MEpPEXEBHUX Mporpamax, IO CIPUYMHWIA HOBI HECAHKIIIOHOBAaHI MEpekeBi
3'eTHAHHA.

QinpTparis iHTepHET-TpadiKy:



HasiBHicTh MOAyJsl BEO-KOHTPOJIO, IIO J1a€ MOXJIHMBICTH OOMEXKYBAaTH JOCTYIl O MEBHUX
KaTeropiii caTis.
Mo>IHBICTh CTBOPIOBATH IpaBuia (inbTpanii iHTepHEeT-TpadiKy Ui Pi3HUX KOPUCTYBaYiB
ta rpyn OC Windows abo goMeHy.
MOXIUBICTh 3aJlaBaTH YacOBl IHTEpBAIM, IO JO3BOJIsIE€ OUIBII THYYKO HAJAIITOBYBATH
npaBuia BeO-(iapTparii.
PernamentHe oHOBIICHHS BipyCHUX 0a3 He MeHIIe 24 pas3iB 3a 100Yy.
OTpuMaHHS OHOBJICHHS KII€HTIB 3 JIOKQIBHOTO CXOBHINA Ha CepBepi, IIO I03BOJISE
HiATPUMYBATH aKTYaJIbHICTh aHTUBIPYCHOTO 3aXUCTy B 3aKPUTHUX 130JIbOBAaHUX MEPEXKax, 110
HE MaloTh JIOCTYIY A0 Mepexi [HTepHer.
MoXIHMBiCTh CTBOPEHHS 3€pKajia OHOBICHb 3aco0amu aHTHBipycHOT [1I1.
MOoIHBIiCTh OTPUMYBATH OHOBJICHHS BIpYCHHX 0a3 3 pe3epBHUX JKEpPEN, SIKIIO OCHOBHE
JKEPEIo OHOBIICHHS Oy/1e HEIOCSKHE.
Mo>HBICTh 17151 MOPTATUBHUX KOMI'TOTEPIB OTPUMYBATH OHOBIIEHHS 3 CEpPBEPiB BUPOOHUKA
OH-JIAlH, y pa3i mepeOyBaHHS 11032 KOPIIOPATHBHOIO MEPEKEIO.
Binkar oHOBIIEHB 3 MOKIJIMBICTH TIOBEPHYTHCS JI0 MOTIEPEIHIX Bepciit 0a3 BipyCHUX CUTHATYP
1 MOAyNiB OHOBJICHHA, Ta MOJMJIUBICTIO THUMYAacoBO MPU3YINHUHUTH OHOBJIECHHS abo
BCTAHOBJIIOBATH HOBI BPYYHY.
MOXJIMBICTh OHOBJICHHS Y PEXUMI OTPHUMaHHsS PETYISPHHUX, TECTOBHX Ta BiAKIAICHHUX
OHOBJICHB.

[HCTpyMEHTH MOHITOPUHTY, OL[IHKH CTaHy O€3IeKH Ta pearyBaHHs:

HasiBHICTh MeXaHi3My KOHTPOJIIO 32 CTAHOM O€3MEKH Ta aKTyalbHICTIO oHOBIIEHh OC.
HasBHICTh 1HCTPYMEHTY JUIf IIarHOCTMKH CUCTEMH, SIKHUH Ma€ MOJKIJIMBICTH CTBOPIOBATH
3HIMKH CTaHy ONEpaIiifHOl CHCTEMH Ui TOJAIBIIOTO TIIMOOKO aHaiily pPi3HOMaHITHHX
acIeKTiB poOOTH OIepaliiiHOi CHCTEMH, BKJIFOYAIOUH 3allylleH] IPOLeCcH, KOHTEHT PeecTpy,
iHcTanpoBane [13, MepexeBi 3'eTHaHHS.

MO>XJIHMBICT, BU3HAYEHHS PIBHS KPUTHYHOCTI (HEOE3NME4YHMI, HEBiJOMHIA, MajoBiIOMHI,
Oe3nevHuii) 3Ha4eHb PI3HOMaHITHUX MapaMeTPiB ONEepaliiHOI CUCTEMH, 3 METOIO BUSBIICHHS
HECaHKIIIOHOBAHUX Ta HEOE3MEeYHMX 3MiH y onepariiiHii cucremi.

MOoXIuBICTh MOPIBHIOBATU PI3HI 3HIMKH CTaHy CHUCTEMH 3 METOI BUSIBICHHS 3MiH, SKi
BiIOYJIMCH B CHCTEMI 32 BU3HAUEHUH yac.

MOXIHBICTh CTBOPIOBATH Ta BIJJAJCHO BHUKOHYBATH CKPUNTH, IO JacTb 3MOTY Ha
Bignanenomy [IK 3ynuuaTH 3amymieHi mporecu Ta ciaykOu, BUAAIATH TUIKH PEeECTpY,
0JIOKYBaTH MEpPEKEBi 3'€ THAHHS.

JlokanbHe 30epiranHs )KypHaJliB Ha pOOOYMX CTaHIISAX.

HasBHiCTh IUIaHyBaJlbHMKA 3aBAaHb, SIKUM J1aCThb MOMKJIMBICTH CTBOPIOBATH 3alljIlaHOBaHI
3aB/IaHHS, cepell AKUX: 3alyCK 30BHILIHBOI MpOrpaMH, rnepesipka (aililiB MijJ yac 3amycKy
CHCTEMH, CTBOPEHHS 3HIMKA CTaHy CHUCTEMH, IIepeBIpKa KOMIT IOTepa, OHOBJIEHHS BIPYCHHMX
6a3 Ta MOAYJIB IPOTrpaMHu.

Mo>MBiCTh MJIAaHYBaHHS 3aB/IaHb, SKi 3aIlyCKaTUMYThCS 0JTHOPA30BO, MEPIOAMYHO, a TAKOXK
32 YMOBHM BHHUKHEHHS KOHKPETHUX TTOJIIH.

MOoIHBICTh CTBOPEHHS Y IUIAHYBAJIBbHUKY JEKUIBKOX OJHOTUIIHUX 3aBAaHb 3 PI3HOIO
NEePIOMYHICTIO a00 PI3HUMHU YMOBaMU 3aITyCKYy.

Mo>IMBICTh CTBOPEHHS 3aBaHTaXKyBaJlbHOro MUCKy Ak Ha CD-, tak i Ha USB-Hocisx 3
BCTAaHOBJICHUM aHTUBIPYCHHM MPOTYKTOM.

Mo>1BiCTh 3aXUCTY BiJ] 3MiHM NTapaMeTpiB aHTuBipycHoro I13 maponem.

HasBHICTS pexuMy TMepeBH3HAYEHHS TOJITHKH, IO Ja€ CHUCTEMHOMY aaMIiHICTPaTOpy
TUMYacOByY MOXJIMBICTh 3MiHIOBaTH Ha IIK Ti HamamrtyBanHs aHTuBipycHoro II3, mio
NPU3HAYAIOTHCS TOJIITUKOI0, Ta HEMAOCSDKHI JUIS  pelaryBaHHS, 3 METOI0 THYYKOTO
HaJIAlITyBaHHA aHTUBiIpycHoro 13 y crenudiynoMy cepe1oBHILI.

Bukopucrannsa 64-61ToBoro siapa Juisi CKaHyBaHHS, 1110 3MEHIIY€ HABAHTA)KEHHS HAa CUCTEMY
Ta JI03BOJISIE 3pOOMTH HANIIBU/IIII Ta Halle)eKTUBHIII CKAaHYBaHHS.



- CyMicHICTh 3 ICHYIOYMM CEpBEpOM IICHTPAJi30BAaHOTO KepyBaHHS Ta aKTUBAIlisA
antuBipycHoro II3 muisixoM momaBaHHS KJIO4Ya 0 ICHYIOUOTO cepBepa KepyBaHHs. Ha
HiATBEP/KEHHS BIANOBIAHOCTI TMPOMO3UI] yYaCHMKa Il XapakTepUCTULI Ha BHMOTY
3aMOBHUKA y4YaCHUK HAJa€ TECTOBUU KJIIOY TPHUBAIICTIO HE MEHIE 5 AHIB A HOro
JI0JJTaBaHHSA 70 ICHYIOYOTO CepBepa KepyBaHHS.

- MoxIuBICTh BUKOPUCTAHHSI TEXHOJIOTIH MAIIMHHOTO HaBYaHHS ISl OUIbII MOTIHOIEHOTo
aHaJi3y KOJY 3 METOI0 BHUSBIICHHS 3JJOBMUCHOI MOBEIIHKH Ta XapaKTEPUCTHK 3JIOBMHCHOTO
POrpaMHOro 3a0e3MeueHHSI.

- I'padiunnii inTepdeiic, CyMiCHUMN 13 CCHCOPHUM €KpaHOM BHCOKOI PO3/IBHOT 34aTHOCTI.

- MoXIuBICTh THYYKO HAIAIITOBYBATH CIIOBILIECHHS Ta MOBIIOMIICHHS PO MO/ii Ha poO6oYoMy
CTOJIl KOpUCTYyBaya.

- Husbpke cnoxuBanus pecypciB IIK axTyanbHHUMH aHTHBIPYCHUMH MPOIYKTaMHU (CYKYITHO
yciMa mporiecamu: rpadiuyHuil iHTepdelrc, Mpolec KOMIUICKCHOTO 3aXHCTy, CIIy)0a
Bijanenoro aaminictpyBanus): 50-100 Mb omnepatuBHoi mam'sari, 2-35 % ueHTpaIbHOTO
POLIECOopYy.

- HasBricTh 6araTOMOBHOTO IHCTAJIATOPA, IKUI MICTUTH B COO1 B TOMY YHCITI YKPaiHCEKY MOBY.

- HasaBHicTb iHCTpYMEHTY BiIJJaJICHOTO YIIPaBIiHHS.

Bumorn 1o pitmneHHst AJ1s1 3aXUCTy po004YHX cTaHUil mix ynpasiainas cepsepuunx OC:

- ABTOMaTH4YHE BU3HAYCHHS POJICH cepBepa il CTBOPIOBAHHS aBTOMATUYHHUX BUKITIOYCHD JIJIS
cnenudiyaux (QaiiniB, Mmamnok, mporpam, MO JO03BOJIAE€ MiHIMI3yBaTH BIUIMB Ha poOOTY
CEpBEPHOI ONEePaIiifHOT CHCTEMH.

- Hapanns 3axucty Bim: BipyciB, TposiHchkoro I13, pexmamuoro I13, ¢immury, a takox
mmuryHscbkoro I13.

- Hapmanns 3axucty Bia mkiamuBoro I3 - meBHOro MIKiAJUBOrO KOAY, SKUH JOAA€THCS Ha
noyaTok a0o KiHelb KOAy HasBHUX (aiimiB Ha komm 'toTepl. BussnenHs mkianusoro 113
MOBUHHO 3/1MCHIOBATUCS SAPOM BHSBIEHHS B IMO€JHAHHI 3 KOMIIOHEHTOM MAIIUHHOIO
HaBYaHHSI.

- Hapmanns 3axucTy Big NOTeHUIHHO HeOakaHMX Mporpam, sIKUX HE MOYKHA OJHO3HAYHO
BiIHEeCTH 110 MWIK1UTHBOTO [13 32 aHasoriero 3 TakuMu 6€3yMOBHO MIKIJIMBUMU TIPOTrpamMamMH,
K BipycH a0o0 TpOsIHM, aje Ii MpOorpaMu MOXKYTh 1HCTaNIOBAaTH JlojaTkoBe HeOaxaHe I13,
3MIHIOBAaTH MOBEJIHKY a00 HalalTyBaHHS LU(GPOBOrO NMPUCTPOIO, a TaKOXX BUKOHYBAaTH
HEOUiKyBaHi /i1 KOpHCTyBaya Jii ab0 He MiITBEPIKeH1 HUM.

- Hapanns 3axucty BiJ NOTEHLIHHO HEOE3MEUHUX MPOrpaMu - KoMepIiiiiHoro jeraisHoro 13,
10 MOXE BHUKOPHUCTOBYBaTHCS JUIsl 3JOBMUCHHMX L€, TaKuX SK HECAHKIIOHOBaHUHN
BiJIJaJIEHUH JIOCTYII, BUKPaJAECHHS a0o0 371aM MapoJiiB, KJIaBlaTypHI HIIUTYHH TOILO.

- Hapmanus 3axucTy Bif MiJO3pUIMX MPOrpaM — Oporpam, siki CTUCHYTI NaKyBaJbHUKaMH a0bo
MPOTEKTOPaMH, IO YaCTO BHKOPHCTOBYIOTH 3JIOBMHCHHKH 3a JJIsi TOTO, MO0 3amoOirtu
BUSIBJICHHIO HIKIIJTMBOTO MPOTPAMHOT0 3a0€e3MeUeHHs.

- Hapanns 3axucty Big HeOGe3NMEYHMX MPOrpaM PYTKITIB, SKI HAAAOTh 3JIOBMHUCHHKAM 3
InTepHeTy HEOOMEXEHUI JOCTYI IO CUCTEMHU, BOJHOYAC MPUXOBYIOUU CBOIO MPUCYTHICTD B
OTIepaIliifHIi cCUCTEMI.

- 3a0e3nedeHHs 3aXUCTY B pEXKUMI PEaTbHOTO Yyacy.

- BukopucTaHHsS €eBPUCTUYHUX TEXHOJIOTIH ITi]1 9aC CKaHyBaHHS.

- AHTHBIpyCHE CKaHyBaHHs 3a BUMOT'OI0 KOpHUCTYBada abo agMiHicTpaTopa Ta 3riiHO rpadiky.

- CkanyBanHs Hyper-V Ha HasBHICTH BipycCiB, IO J/J03BOJS€ CKaHyBaTH ITUCKU cepBepa
Microsoft Hyper-V Server, To6To BipryansHux MammH (BM), 6e3 HEOOXiTHOCTI YCTaHOBKU
OyIb-sIKMX areHTIB Ha BIAMOBITHUX BIPTyaJbHUX MaIIMHAX.

- Monyns 3axucty nokymeHTtiB Microsoft Office, 1m0 1a€ MOXIUBICTB TEPEBIPATH MAKPOCH HA
HasIBHICTb 3JI0BMHCHOTO KOJY.

- 3axucT BiJl EKCIUIOHTIB kMW 3abe3redye 3axXUCT Biff 3arpo3 3AaTHUX BHUKOPUCTOBYBATH
ypaznuBocTi Java, Flash Ta inHmmx momartkis.



JlonaTtkoBuil piBeHb 3aXUCTY KOPUCTYBAUiB BiJl MPOrpaM-BUMaradiB KOHTPOJIIOE Ta OLIHIOE
BCI MPOTpaMy Ha OCHOBI1 IXHBOI IMOBEIIHKHU Ta PEITyTaIlii.

MoxnuBicTs ckaHyBaHHs (paiiniB mif yac 3amycky OC.

Posmupenuii ckanep mam'sTi KM BIICTEXKY€E MIAO3PLI MPOLECH Ta CKAHYE iX, SIK TUIBKH
BOHM BUHHKAIOTh, [0 JTO3BOJISE 3aMI00IrTH 3apaKEHHIO HABITh PETEIIHHO 3ali(ppoBaHUMH Ta
IPUXOBAaHUMHU 3arpO3aMH.

CkaHyBaHHS KOMIT'IOT€pa y HEAKTUBHOMY CTaHi.

MoxJIBICTh BU3HAYEHHS JI€TAJIbHUX ITapaMeTpiB poOOTH aHTUBIPYCHOI'O CKaHEPa, TAKUX SK:
BU3HAYEHHS 00’€KTIB Ta METO/IB CKaHyBaHHsI, MOKJIMBICTh BCTAHOBJIEHHS MAaKCUMAaJIbHOT'O
pO3Mipy Ta yacy CKaHyBaHHs (hailiry, MaKCUMalbHy TTTHOMHY BKJIaJICHHS apXiBY Ta CTBOPEHHS
BUKJIIOYEHb.

ABTOMAaTHYHA aHTUBIPYCHA MEpEeBipKa 3MIHHUX HOCIiB.

KoHTposb 3MiHHMX HOCIIB 3 MOXJIMBICTIO CTBOPEHHSI MPaBWJI 32 TUIIOM IPUCTPOIO, TisIMH,
BUPOOHUKOM, MOJICIUTIO Ta CEPIHHIM HOMEPOM MPHUCTPOIO.

HasiBHICTH IHCTPYMEHTY, SIKUH 3MOXE 3[A1ACHIOBATH KOHTPOJb MiAKIIOYEHHS 10 poOOoYOoi
CTaHLii mepuQepifHIX MPUCTPOIB IIISIXOM CTBOPEHHS MPABHII IOCTYITY 32 THIIOM ITPHUCTPOIO,
3a pIBHEM JIOCTYILY, 32 BAPOOHUKOM, MOJIEIUTIO a00 cepiiiHUM HOMepoM mpuctporo. [IpaBuna
MOKYTh CTBOPIOBATHUCH SIK JUIS BCIX, TAK 1 ISl OKPEMUX KOPUCTYyBadiB abo rpynm Windows.
HasiBHicTh cuctemu BusiBieHHs BTopruens (HIPS), sika 3axumae koM 1oTep BiJ HIKIIIIUBUX
nporpaM 1 HeOakaHOi akTHBHOCTi. Takok Ieil MOAyib MICTHTh B €00l MalcTep UIs
CTBOPEHHS HpaBWJ Ta PEAAKTOp MpaBUI Ui KOHTPOJIO 3alyLIeHUX IPOLECIB,
BUKOPHUCTOBYBaHUX (DaiiJIiB Ta pO3LTIB pEECTPY.

JlonaTkoBa nepeBipKa 3amyIieHuX MpoIeciB y XMapHOMY peyTaliifHOMY CepBici.
3a0e3neueHHs 3aXUCTY MOIITOBOTO KIIIEHTY Ha poOOUiid CTaHIIIT 3 MOXKIIMBICTIO IHTETpaii 10
MOIITOBOTO KIi€eHTY, nepeBipkoro POP3, POP3S, SMTP, IMAP ta IMAPS Ta 3a6e3neuenus
NEPEBIPKY MOIITOBUX BKIIAICHb.

MoOXTUBICTh aBTOMAaTHYHO BUIANATH a00 MepeMilllyBaTH 3apakeHy MOIITY JI0 BKAa3aHOTO
KaTaJIOTy y MOIITOBOMY KJII€HTI.

ITepesipka HTTP, HTTPS Tpadiky 3 MOMIMBICTIO CTBOPEHHS JIMCTIB BHMKIIIOUCHHUX 3
nepeBipkH, 3a010koBaHuX Ta go3BosieHux URL-anpec.

MoxnuBicTh OJ0KyBaTH 3aBaHTaKeHHs 3 [HTepHeTYy (aiiiB 3a BKa3aHUM PO3LIUPEHHSIM.
MosknuBicTh nepeBipku mpoTokosry SSL Ta nepeBipku A1HCHOCTI Ta LUIICHOCTI cepTU(IKATIB.
MoOXIJIUBICTh KEPYBAaTH CHUCKAaMH JOBIPEHUX CepTH(IKaTIB Ta cepTU(IKaTIB BUKIIOUEHUX 3
NEePEeBIPKU, a TAKOX MOXKJIMBICTH BHOOpY Aii MpU BHU3HAUEHHI cepTUdIKaTa HEAIFOUHUM,
HEBU3HAUYEHUM 200 MOUIKOHKEHUM.

MOoXIUBICTh CTBOPEHHS BUKJIIOUEHD 3 IEPEBIPKU Tpadiky IIsl OKPEMUX ITPOrpaM Ta OKpEMUX
IP-06'extiB (IP-anpecis, nianazoniB [P-agpecis, migMepex).

MOoXIHBIiCTh HAJAIITYBaHHS JIOJATKOBHX TapaMeTpiB MOMYJNS CHCTEMH BHSBIICHHS
BropraeHb (IDS) 3 MeToro BHSABICHHS pI3HMX THIIIB MOMJIMBHX MEPEKEBUX aTaKk Ha
KOMII I0TEp.

Mo>1BiCTh BUKOPUCTAHHS TEXHOJIOTII, sika 3a0e3reuye 3aXUCT BiJ] 3arpo3 TUIy "OoTHeT".
3axXUCT ypa3iaMBOCTEH MEpPEkKEBOTO MPOTOKOIY, IO MOKpallye BHUSBIEHHS 3arpo3, sKi
BUKOPUCTOBYIOTh HEJOIIKH MEPEKEBUX MPOTOKOIIB, Takux sk SMB, RPC, RDP i 1.1.
PernamenTHe OHOBIIEHHS BipycHUX 0a3 He MeHIIe 24 pasiB 3a 100y.

OTpuMaHHs OHOBJIEHHS KJTI€HTIB 3 JIOKAJIILHOTO J3€pKajia Ha CepBepi.

MOo>JIMBICTh CTBOPEHHS I3€pKajia OHOBJIEHb 3ac00aMu aHTUBIpycHOT T111.

Mo>IHBICTh OTPUMYBATH OHOBJICHHS BIpYCHHMX 0a3 3 pe3epBHUX JKEpen, SIKIIO OCHOBHE
JDKEPEII0 OHOBJICHHS Oy/1e HeTOCSIKHE.

Binkar oHOBIIEHb 3 MOKJIMBICTh MIOBEPHYTHCS J10 MOTIEPEHIX Bepciit 0a3 BIpyCHUX CUTHATYP
1 MOZYJIB OHOBJIEHHS, Ta MOXIIMBICTIO THUMYacoOBO NPU3YNHUHUTH OHOBIEHHS abo
BCTaHOBJIIOBATH HOB1 BPYUHY.

MOXJIUBICTE OHOBJICHHS Y DPEXHMI OTPUMAaHHs PETyJIsSpHHUX, TECTOBUX Ta BIJKIAJCHHUX
OHOBJICHB.



- MoxIuBiCTh KpiM OCHOBHOT'O BKa3aTH PE3€PBHI CEPBEPH aMiHICTPYBaHHS.

- HasBHICTh MEXaHI3My KOHTPOJIIO 32 aKTyaJIbHICTIO OHOBJIEHh OC.

- HagBHicTh 1HCTpYMEHTY U JiarHOCTHKH CHUCTEMH, KU Ma€ MOXIJIMBICTH CTBOPIOBATH
3HIMKH CTaHy OMEpaliiHOI CHCTeMH IJis MOAAJIBIIOrO TIIMOOKO aHali3y pPi3HOMaHITHHUX
ACTIEKTIB pOOOTH OmepaIlifHOT CUCTEMH, BKIIOYAIOUH 3aIyIIEH] MPOIECH, KOHTEHT PEECTPY,
iHcTanpoBaHe 113, mepekeBi 3'eqHaHHs. 3aBIIKH BMIHHIO ITOPIBHIOBATH Pi3HI 3HIMKH CTaHY
CUCTEMH IIeH ITHCTPYMEHT MOXKE BUSBHUTH 3MiHH, K1 BITOYIHCHh B cucTeMi. Takoxx BiH MOXe
CTBOPIOBATH Ta BUKOHYBATH CKPHIITH, 110 AACTh MOJIMBICTh 3yIHHSTHU 3aITyLEH] IPOLIECH,
BUJAJISTH I'UIKU PEECTPY, OJOKYBAaTH MEPEXkKEBI 3'€THAHHSL.

- HagBHicTp miaHyBaJbHUKA 3aBJaHb, SKUH JacCTh MOXKIUBICTH CTBOPIOBATH 3arlyIaHOBaHi
3aBAAaHHS, CEpell SIKUX: 3aIyCK 30BHINIHLOI MporpamMu, NepeBipka (ailmp mia yac 3amycKy
CHCTEMH, CTBOPCHHS 3HIMKA CTaHy CHCTEMH, MIEPEeBipKa KOMIT I0Tepa, OHOBJICHHS BipyCHHX
6a3 Ta MoayJiB MporpaMu. MOXIMBICTh IUIaHYBaHHS 3aBIaHb, SKI 3aIlyCKaTUMYThCS
OJTHOPA30BO, MEPIOAMYHO Ta 33 YMOBU BUHUKHEHHS! KOHKPETHHX TO/IH.

- MoXJIUBICTh CTBOPEHHS y IUIAHYBAJIbHUKY JEKUIBKOX OJHOTUIIHUX 3aBAaHb 3 PI3HOIO
NEePiIONYHICTIO 00 PI3HUMH YMOBaMH 3aITyCKYy.

- MoxnuBicTh po0OTH B KJIacTepax K IOMEeHa Tak i po0ouoi rpyIu.

- MoXJIMBICTh HAaJIAIITOBYBATH MIBHIKO/II0, BKa3yIOUH KUTBKICTh MIOTOKIB CKaHYBaHHSI.

-  MoXJIMBICTh HAJAIUTOBYBaTH PEXUM 3allyCKy IIISXOM BIJKIIOYEHHS rpadiyHOro
iHTepdeiicy i TEepMiHAIBHUX KOPUCTYBadiB, MI0 /A€ MOXJIHMBICTh 3MEHIIUTH
HaBaHTAXXCHHS Ha CepBep, KU NPALIOe Y pexXUMI CepBepy TEPMiHAIIB.

- MoXIJIMBICTh CTBOPEHHSI 3aBaHTaXXyBaJbHOrO MUCKYy sk Ha CD-, tak i Ha USB-Hocisfx 3
BCTaHOBJICHUM aHTUBIPYCHUM IPOAYKTOM.

- Iligrpumka poGOTH mporpam, IO MPAIOIOTh B MOBHOEKPAHHOMY PEXUMI, 3 MOMIIUBICTIO
MPUXOBATH BC1 MOBITOMIICHHS BiJl aHTUBipycHOTrO I13.

- MoxuBicTh 3aXHCTY BiJl 3MiHHM apameTpiB anTtuBipycHoro I13 maponem.

- HasBHicTb crienianbHOI TEXHOJIOT ], sIKa 3HAYHO 3HM)KY€E HaBaHTAXKEHHS Ha BIPTyaJlbH1 poOoyi
CTaHIIi1, a TAKOXX Ha TIIepBI30p Y LIIOMY.

Bumoru 10 IHCTpyMEHTY Bigia/IeHOI0 YNIIPABJIiHHSA:

- MoXJINBICTh LEHTPANi30BaHOIO YIPABIIHHA AaHTUBIPYCHUM 3aXHCTOM BCi€i MepekeBoi
1H(DpacTpyKTypH.

- MoxuuBicTe OyIyBaHHS 1€papXiyHOi CTPYKTypW aJMIHICTpYBaHHS, IO CKJIAQJA€Tbcs 3
TOJIOBHOTO CEpBEpPY Ta MIAMOPSIKOBAHMX CEPBEPIB, IO J1a€ MOMJIMBICTH 3A1MCHIOBATH
LIEHTpaJli30BaHe YINpPaBJIiHHSA AaHTUBIPYCHUM 3aXHCTOM poOOYMX CTaHILiH, cepBepiB, Ta
MOOIJTBHUX MPUCTPOIB, 110 HAJIEKATh K FOJJOBHOMY, TaK 1 pET1IOHAIBHUM MIAPO3/1IaM.

- IuBenTapmzariiss oOnagHaHHS, IO BCTAHOBJIEHO HAa POOOYMX CTaHIIAX Ta cepBepax Mij
ynpasniHHaM Windows, macOS ta Linux.

- IaBenrtapuzauis [13, 1m0 BCTaHOBIEHO HAa POOOYMX CTAHIISAX Ta CepBEpax IiJl YHPaBIIHHAM
Windows, macOS ta Linux.

- Bigmanena incransmis antuBipycHoro II13 mms OC Windows, Linux ta Mac Ha Kinbka
KIHIIEBUX TOYOK OJJHOUYACHO 3ac00aMM cepBepa aaMIHICTPyBaHHS.

- Binmanena iHcramauis kopuctyBanmbHHIBKOro II3  omgHOwacHo 3acobamu  cepBepa
aJMIHICTpyBaHHS.

- Binnanena BuJaneHHS BCTAHOBIEHOIO KOpUCTyBanbHHUIbKOro II3 3acobamu cepBepa
aJMIHICTpyBaHHSI.

- Bignanene Bunanenus antuipycuoro [13 mist OC Windows, Linux Ta Mac 3acobamu cepsepa
aJMIHICTpyBaHHSI.

- MoxJIMBICTh BUKOHYBATH 32 JOMOMOTOI0 IHCTPYMEHTY BiJJJaJIEHOTO YNpaBIiHHS AOAATKOBI
MepekeBl [ii, Takl SK: 3aBeplIEHHS pOOOTH Ta Iepe3aBaHTaKEHHsI, BIANpPaBKa CHUTHATY
npoOy/KEHHS KOMIT'IOTEpa, BiJNpaBKa IMOBIOMIIEHb, BUKOHAHHS KOHKPETHHX IHCTPYKIIiH
KOMAaHJIHOTO psJKa Ha KIIE€HTCHKOMY KOMITIOTEpi, cTapT oHOBJIeHHS OC KIIEHTCHKOTO
KOMIT'IOTEpA.



HasBHICTh IHCTpYMEHTY /Ui CTBOPEHHS Ta pelaryBaHHs iHCTansAniiiHux maketriB OC
Windows, Linux Ta Mac 3 nmonepeHs0 BCTAHOBJICHUMH HAaCTpOWKaMu KOHQITypartii, mo aae
MOYJIMBICTh ~ €KCHOPTYBAaTH I1HCTAIALIMHI MAKeTH M PO3rOpTaHHS IOBHOILIIHHOTO
AHTUBIPYCHOTO 3aXHMCTYy Ha KIHIIEBHX TOYKAaX B 130JbOBaHIM MEPEXkKi, a TAKOXX Ha KIHIIEBHX
TOYKaxX, L0 IMOTPEOYIOTh 3aXHCTy, aje THMYacoBO HE MalOTh 3'€IHAHHA 3 CEPBEPOM
aMIHICTpyBaHHS.

HasBHicTh AmcrieTdyepa KOPUCTYBAUiB, SIKMH JO3BOJISIE CTBOPIOBATH PI3HUX KOPHUCTYBAyiB
cepBepa aaMiHICTpyBaHHs, Ta IPU3HAYATH M Pi3HI IpaBa JOCTYITY 10 OKPEMHUX PO3ILTIB, TPYIT
KOMIT'FOTEPIB Ha CEpPBEPi aAMIHICTpYBaHHS, IO JIa€ MOXKJIMBICTh HAJATH Pi3HI MpaBa JOCTYITY
JUI PETIOHAJBbHUX CHUCTEMHHUX aIMiHICTPAaTOpIB PO3TATyKEHOI CHUCTEMH AaHTHUBIPYCHOTO
3aXHCTY.

MoxnuBicTh ayTeHTU(IKyBaTH aJMIHICTPAaTOPIB cepBepa aaMiHICTpYBaHHS 3a JOIIOMOTIOIO
rpyn 6e3nexu AD.

MoHBiCTh BHUKOPUCTOBYBATH JBO(AKTOPHY ayTeHTHU(IKALi0 Ui OOJIKOBUX 3aIlUCiB
aJMIHICTPATOpPiB, IO Ja€ MOXKIMBICTH 3aMO0IITH HECAHKIIOHOBAHOMY MiJKIIFOUEHHIO 0
CepBepy LIEHTPAIII30BAHOTO YIIPABITIHHSI.

HasiBHiCTh KypHally ayauTy, y SIKOMY pEECTPYIOThCS 1 BIACTEXKYIOTbCSI BCi 3MIHH B
KOH(iryparii Ta Bci 1ii, sIKi BUKOHYIOTh KOPHCTYBadi cepBepa aJMiHICTpyBaHHSI.
MoXxJIUBICTh BiJI1alIeHO aKTUBYBATH Ta 1€aKTUBYBATH MOJTYJIl 3aXHCTY, TaKl K epCOHAIbHUN
OpaHaMayep, 3aXHCT B PEKUMI PEaTbHOTO Yacy, 3aXUCT IMOIMITOBOTO KITIEHTA, 3aXKUCT JOCTYITY
1o IHTepHeTy, KOHTPOJIb IPUCTPOIB, BEO-KOHTPOJIb, AHTUCIIAM Ha OKPEMO B3SITOMY KJII€HTI.
MoKIHBICTh CTBOPIOBATH Ta pearyBaTh CTaTWYHI TPyHH Ta MOXIMBICTH iMmopty 3 AD
JiepeBa KOMII'FOTepiB.

MOoKHBICTh HATAMITYBAaHHS aBTOMAaTHYHOTO PO3MOALUTY KJIIEHTIB 10 JUHAMIYHUX TpyTax 3a
OaraTbMa KpUTEPISIMH, 3 HACTYITHUM NMPU3HAYCHHSIM BIIIOBIIHUX MOJITUK O€3MEeKH, a TAaKOX
3aIyCKOM HEOOX1/THUX 3aBIaHb.

MoXJUBICTh IMITIOPTY KOPUCTYBauiB Ta rpyn 3 AD, ais noaaibiioro BUKOPUCTAHHS 1X AJIs
nepcoHai3alii NpaBuil KOHTPOJIIO IPUCTPOIB Ta BEO-KOHTPOJIIO.

MoX/UBICTh BHUKOPUCTOBYBaTH sIK BOy/IOBaHI Tak 1 KOPUCTYBAJIbHUIBKI IOJNITUKH,
MpU3HAYEH1 JJIs IOCTIHHOTO 00CIYyroBYBaHHS KOH(ITypaliiHUX HaJIalTYBaHb aHTUBIPYCHUX
HPOAYKTIB.

MOoXIuBICTB 31MCHIOBATH €KCIIOPT/IMIIOPT MOJITHK.

HasBHICTH MaHeNi MOHITOPUHTY, SIKa Ha/la€ BCIO HEOOXIAHY JeTalIbHY 1H(OpMaIlit0 CTOCOBHO
PIBHA 3aXUCTy Oe3neKu 1HQPACTPYKTypH, CTaHy 3aXUIIEHUX KIHIIEBUX TOUYOK, a TAKOXK CTaHy
caMoro cepBepa aJIMiHICTpyBaHHS.

HasiBHicTh Hamepe 1 BCTAaHOBJIEHUX I1a0JIOHIB 3BITIB, 1[0 MOXYTh BUKOPHUCTOBYBATHUCS SIK JIJIS
naHeJi MOHITOPUHTY, TaK 1 A (JOPMYBaHHS pI3HOMAaHITHUX 3BITIB.

MOo>KIUBICTh CTBOPIOBATU Ta pelaryBaTd IIA0JIOHU 3BITIB, SIKI BUKOPUCTOBYIOTHCS SIK IS
naHeJi MOHITOPHUHTY, TakK 1 /Ui popmyBaHHs 3BiTiB Y popmartax PDF, PS, CSV ta nogansiioro
30epiraHHs 3a BKa3aHUM LUISIXOM a00 BIANPABICHHS HAa BKa3aHy €JIEKTPOHHY IMOIMITY.
[TinTprMKa 1HCTPYMEHTOM BiJJIAJIEHOTO aaMiHICTpYBaHHS HacTymHux 0a3 manux: MS SQL
Server, MySQL.

Mo>HBICTh €KCIIOPTYBATH XKypHAIH B syslog 11t monanboi inTerpauii 3 SIEM.
MOXIIUBICTh CTBOPIOBATH 3€PKAJI0 OHOBJIECHH 3a JIOTIOMOTOI0 aHTHUBIPYCHOTO TPOIYKTY,
CHEIiaIbHOT YTUIIITH a00 MPOKCi cepBepy.

MOo>XITMBICTh CTBOPEHHS JI3€pKajia OHOBJIEHB Ha 0a31 croponHix HTTP-ceprepis.
Be6-opienToBanuii inTepgeiic, SKuil 1a€ MOKIMBICT KEPYyBaTH CEpBEPOM yepe3 Oyab-sKuid
Opay3ep NUISIXOM 3'€THaHHS, 3aXUIIEHOTO CEPTH(IKATOM.

BukopucTaHHs HE3alIeXKHOI0 areHTy, IKUi J1a€ MOXKJIMBICTh 3/11HCHIOBATH SIK BiJIajieHe, TaK 1
ABTOHOMHE YIPAaBIiHHS AaHTUBIPYCHUM TIPOJYKTOM Ha KIHIIEBHX TOYKaX, a TaKOXK
KOHTPOJIIOBAaTH piBEHb 3aXUCTY AHTHBIPYCHOTO 3aXHCTy Ha poOOOYMX CTaHINSAX, Ta CTaH
OTIEpPAIIITHOT CHCTEMH.



- JlogaTKoBUIM KOMITOHEHT, IO J03BOJIIE KEPyBaTH AaHTUBIPYCHUM 3aXHUCTOM Ha MOOUIBHHUX
TPUCTPOSIX.

- CreuianbHuil KOMIIOHEHT, SIKMW 3[1HCHIOE BHUSBJICHHS B MEPEXI HE3aXMIIECHHX pPOOOUMX
CTaHIII{ JJIS TOIaJIIIOTO PO3TOPTAHHS AHTUBIPYCHOTO 3aXHUCTY.

- 3axuct 3'€AHaHb MK KOMIIOHEHTAaMH CEpBepa 3a JOMOMOTOI0 SIK CAMOCTIHHO BUIYLICHHUX
ceptudikaTiB, Tak i ICHYIOUNX HasIBHUX CEPTHQIKATIB.

- IHctpymenT pans KepyBaHHS CTaHOM JiileH3ii (HaBiTb 0Oe3 BUKOPUCTaHHS cepBepa
aZMIHICTpyBaHH).

- MOXJIUBICTh JICAKTUBYBATH JIICH31I0 aHTHUBIPYCHUX MPOIYKTIB HAaBITh HA pOOOYMX CTaHIIISA
10 IKUX HeMae (Pi3undHOoro abo BiJAaIeHOro JOCTYIY.

- MoxuBiCTh BCTAaHOBJICHHS cepBepy aamiHicTpyBaHHs Ha OC Windows Ta Linux.

- IlocrauanHs cepBepa aAMIHICTPYBaHHSA Yy pO3TOPHYTOMY BUIJISAI, TOTOBOMY JJIst
BUKOPHCTaHHS Yy TaKUX BIPTyalbHUX cepenoBuinax, sk Microsoft Hyper-V, Oracle
VirtualBox, VMware (ESXi/vSphere/Player/Workstation).

Ceprudikaru:
HasiBHICTB aKTyaIbHOTO €KCTIIEPTHOTO BUCHOBKY [lep:kaBHOT CITy:KOH CIIELiaIbHOTO 3B 3Ky Ta
3axucTy iH(popmarii YkpaiHu 10 mpeaMeTy 3aKymiBii’”.

Bumoru 10 TexHiYHOI NiATPUMKH:
3anponoHoBaHe aHTuBipycHe [I3 mMOBMHHE MaTH aBTOPU30BAaHWN BHUPOOHUKOM IEHTP
TEXHIYHOT MIATPUMKU Ha TEPUTOPil YKpaiHu, sIKuii Mae 3a0e3redyBaTd HaJaHHS TEXHIYHOI
HiATPUMKH KOPUCTYBa4yaM BiJIIIOBITHO J0 HACTYITHUX BUMOT':

- obOcmyroByBaHHS 24x7x365 - 24 ronuHu Ha A00y, 7 NMHIB Ha TWXKIEHb, 365 MHIB Ha DIK,
BKJIFOYAIOYM CBSATKOBI, BUXIAHI Ta HEpOOOU1 JHI;

- pO3IIMpeHl TEeXHIYHI KOHCyJbTalli 3 NUTaHb KOHPirypamii Ta (yHKUIOHYBaHHS
a"TuBipycHoro 113 no tenedoHy (3 MOXIMBICTIO 3B’SI3Ky 3 TEXHIYHMMHU CIEI[aJliCTAMU T10
MicuieBoMy TesiepoHy 0e3 BUKOPHUCTaHHS MOCTYT MIKHApOIHOTO Tele(OHHOTO 3B’s3KY) Ta
€JIEKTPOHHIH MOIITI;

- BMI3[ IHXKEHepa Ha MIClLIe pO3TalllyBaHHS 3aMOBHMKa-1HII[laTOpa y BUMAAKaxX 300iB poOOTH
a"TuBipycHoro I13”.

Bumoru 10 nocrayajabHUKIB POrpaMHOI0 NPOAYKTY

[TocTauanbHUKM MPOrpaMHOrO MPOJYKTY MOBHMHHI HaJl€KHUM YHHOM 3JIHCHIOBATH
JISUTBHICTh 11010 NPEAMETY 3aKyMiBii. Y 3B’SA3KYy 3 IIUM JJIsl HAJIEKHOTO 3aXUCTYy IHTEpEecCiB
3aMOBHMKa IOJJ0 ABTOPH30BAHOTO JDKEpesla TOCTayaHHs IOCAYr 3a JaHUMH TOpramu
MOCTAa4YaJIbHUKU NOBMHHI HagaTh iHdopmauniiinuil Jguct B JAoBiIbHME (opmi BuaaHuMi
BupoO6HukoMm mnporpamnoro 3ate3medeHHsi (Big TOJOBHOro odicy abo BiJ PEriOHATBHOTO
odica/mrad-kBapTUpu BHPOOHMKA), a00 Horo o¢iuiHHUM NPEACTaBHULITBOM B YKpaiHi (3a
HasIBHOCTi) MpPO MNapTHEPCHbKI B3a€MOBIJHOCHHHU (3 3a3HAYEHHSIM HOMEpPY OTOJIOIIEHHS IpO
nposeaeHHs TopriB 3 LIBJl «IIpo3opo» Ta mpeameTy 3akymiBii), K1 TapaHTYIOTh (BKa3ylOTh HA)
o(imiiHICT, KaHAy MOCTauyaHHS MPOAYKUIl Bil BUPOOHMKA MPOTrPaMHOro 3abe3MeyeHHs i3
00O0B’A3KOBUM 3a3HAuCHHsIM HaWMEHYBaHHS Ta HOMEpY MJaHUX TOPriB, iHopmamii 1mo10
NapTHEPChKUX BIAHOCHMH MIDK BHPOOHMKOM MPOrpaMHOTO 3a0€3MeUeHHs Ta YYaCHUKOM
IpoILeypy 3aKyIiBIi.



